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Abstract

Organizations with decades of IT investment face adoption barrier: new governance systems
require complete replacement of existing infrastructure—PKI hierarchies, [AM platforms, HSM
key management, certificate authorities, authentication systems representing billions in sunk
costs and millions of operational hours cannot be discarded overnight. "Rip-and-replace"
adoption models fail because operational disruption, migration risk, and retraining costs exceed
perceived benefits, creating permanent deployment barrier regardless of new system's technical
superiority.

This paper demonstrates that legacy system integration is fundamentally an adoption problem
requiring incremental deployment paths where existing infrastructure gains constitutional
governance layer without operational replacement, and where organizations achieve structural
trust benefits while preserving operational continuity. The challenge is not building better
systems—it's enabling adoption without catastrophic migration.

We present constitutional wrapping: preserving existing operational systems (PKI, [AM, HSM)
while binding them to deterministic governance layer through canonical artifact mapping. RSBIS
enables incremental adoption through: (i) wrapping existing artifacts (X.509 certificates, SAML
assertions, OAuth tokens) in Deeds without modifying operational systems; (ii) canonical artifact
mapping creating CVIDs from legacy formats enabling offline verification; (iii) journal binding
making mutable audit logs tamper-evident without replacing logging infrastructure; (iv) dual-
mode operation where legacy and constitutional verification coexist during transition; (v) gradual
migration where critical systems adopt first, low-risk systems migrate opportunistically; (vi)
offline verification portability enabling constitutional benefits without operational dependencies.
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An enterprise PKI migration scenario demonstrates: Fortune 500 company with 100,000
employees, 500,000 certificates, $50M PKI investment cannot rip-and-replace. Constitutional
wrapping enables: (1) bind existing certificates to Deeds via CVIDs, (2) journal certificate
issuance/revocation events, (3) verify certificate validity offline through continuity bundles, (4)
migrate incrementally as certificates renew—operational PKI continues unchanged;
constitutional governance layer gains tamper-evident audit, offline verification, cross-
organizational portability. Migration risk eliminated; adoption becomes incremental.

The contribution establishes that adoption requires architectural commitment to backward
compatibility, not technical superiority. With constitutional wrapping, organizations preserve
operational infrastructure while gaining structural governance benefits—adoption becomes
incremental process, not binary replacement decision.

1. Introduction: When Better Systems Cannot Replace Entrenched Infrastructure
1.1 The Rip-and-Replace Adoption Barrier

Cold-start adoption defined: Deploying new governance infrastructure when existing systems
cannot be replaced—requires wrapping legacy artifacts into constitutional layer enabling
incremental adoption without operational disruption.

Central problem: Superior governance systems fail adoption because they require complete
infrastructure replacement.

Documented adoption failures:

Blockchain enterprise adoption (2015-2023): Consortia invested billions (IBM Hyperledger,
R3 Corda, Enterprise Ethereum) attempting to replace traditional databases with distributed
ledgers. Result: <5% production deployments; 95%+ proofs-of-concept abandoned. Cause:
Required rip-and-replace of existing systems; migration risk exceeded perceived benefits.

IPv6 deployment (1998-2025): Superior protocol designed 1998; 27 years later only 40% global
adoption (Google statistics 2025). Cause: Requires replacing routers, reconfiguring networks,

retraining staff—operational disruption blocks adoption despite technical superiority.

Public Key Infrastructure (PKI) alternatives: Multiple attempts to replace X.509 certificates
(SPKI, SDSI, Web of Trust, blockchain PKI). Result: X.509 remains ubiquitous despite known
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limitations. Cause: Trillions of existing certificates, millions of servers configured for X.509—
replacement cost prohibitive.

Note on documented costs: Precise global cost of deferred governance improvements (stuck
with inferior systems due to migration barriers) lacks rigorous methodology. Clear from failed
deployments: adoption barriers, not technical deficiency, prevent superior system deployment.

1.2 Legacy Infrastructure Investment Scale
Enterprise IT investment magnitude:

Global PKI market: $4.7B annually (Markets and Markets 2024), representing ongoing
operational spending. Sunk costs (deployed infrastructure, trained staff, integrated systems)
estimated $50-200B across fortune 1000.

IAM (Identity and Access Management) platforms: Global market $24B annually (Gartner
2024). Includes Active Directory, Okta, Ping Identity, AuthO, SailPoint deployments
representing decades of integration with applications, user training, workflow customization.

HSM (Hardware Security Module) deployments: $2B+ annual market (Grand View
Research), protecting cryptographic keys for financial, government, healthcare, cloud providers.
Replacement requires re-keying all protected systems—operationally infeasible for production
systems.

Certificate lifecycle: Organizations manage 100,000+ certificates (large enterprises), 10,000+
(medium enterprises). Average certificate lifetime 1-2 years. Replacement requires: CSR
generation, CA interaction, validation, deployment, configuration, testing—100-200 hours per
1,000 certificates.

Migration cost estimates:

PKI replacement: $100-$500 per certificate (Venafi estimate), $10-50M for large enterprise

IAM migration: $5-20M implementation, 12-24 months timeline, high operational disruption
risk

Application reintegration: Each integrated application requires testing, reconfiguration, user
retraining
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Risk factors preventing adoption:

Operational disruption: Authentication outages = business stoppage (e-commerce, banking,
healthcare)

Migration bugs: New systems may break existing integrations (security vulnerabilities, user
lockouts)

Training costs: Staff must learn new systems (weeks of productivity loss)

Vendor lock-in: Switching costs accumulate; existing systems become "too big to replace"
1.3 Why "Build Better" Fails Adoption

Technical superiority necessary but insufficient for adoption.

Example: Superior authentication system

Hypothetical system: Deterministic authentication, offline-verifiable, tamper-evident, post-
quantum secure, cross-platform portable

Adoption barrier: Requires replacing:

Existing PKI (X.509 certificates)

IAM platforms (Active Directory, Okta)

Application integrations (SAML, OAuth, LDAP)
User training (password managers, 2FA devices)
Security policies (corporate compliance frameworks)

Result: Organizations evaluate, pilot, abandon—migration risk exceeds benefits even when
technically superior.

The adoption paradox: Better technology — higher adoption barrier (more different from
current = more changes required = more risk).
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1.4 The Governance Insight

Don't build better systems requiring replacement.

Build constitutional layer wrapping existing systems, enabling incremental adoption.
Wrapping strategy:

Comparison to established adoption patterns:

Constitutional wrapping shares principles with proven infrastructure evolution strategies but
applies them to governance layer:

Strangler pattern (Martin Fowler): Gradually replace legacy system by routing traffic to new
system—Constitutional wrapping similar but preserves legacy permanently rather than eventual
replacement

Sidecar architecture (service mesh): Deploy auxiliary functionality alongside existing
services—Constitutional layer similar (runs alongside legacy) but adds governance, not just

observability

Dual-stack networking (IPv4/IPv6): Run both protocols simultaneously during transition—
Constitutional dual-mode operation identical concept (both verification paths coexist)

Migration frameworks (database migration tools): Automated schema evolution with
rollback—Constitutional wrapping less disruptive (no schema changes; canonical mapping only)

Constitutional wrapping differentiator: Unlike migration frameworks (eventual replacement
required) or strangler pattern (legacy deprecated), wrapping enables permanent dual-mode
operation—organizations choose deprecation timeline or maintain hybrid indefinitely. Adoption
becomes reversible, not one-way.

Layer 1 - Keep operational systems running:

PKI continues issuing X.509 certificates (no changes)

IAM continues authenticating users (no changes)

HSMs continue protecting keys (no changes)
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Applications continue trusting existing infrastructure (no changes)
Layer 2 - Bind legacy artifacts to constitutional governance:
X.509 certificate — Deed via CVID (canonical artifact hash)
Certificate issuance — Journal entry (tamper-evident record)
Certificate revocation — Journal entry with witnesses
Verification: Offline recomputable (continuity bundle)

Critical property: Operational systems unchanged; constitutional governance layer adds
structural benefits without migration.

Incremental adoption path:

Pilot: Wrap high-value certificates (root CAs, critical servers)

Expand: Wrap incrementally as certificates renew (no forced migration)

Benefit accumulation: Each wrapped certificate gains offline verification, tamper-evident audit

Natural migration: As legacy systems reach end-of-life, constitutional governance already
operational

Adoption becomes gradual process, not binary decision.

1.5 Adversary Model

Migration exploitation adversaries:

Attack 1 - Force premature migration: Pressure organization to rip-and-replace during
vulnerable transition period

Defense: Dual-mode operation; legacy and constitutional verification coexist; no forced cutover
Attack 2 - Exploit migration bugs: Attack during transition when systems partially migrated

Defense: Wrapping preserves operational systems; constitutional layer adds protections without
replacing working infrastructure
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Attack 3 - Lock-in extension: Incumbent vendors block migration to preserve revenue
Defense: Wrapping doesn't require vendor cooperation; organizations gain portability while
legacy systems run

Attack 4 - Audit gap exploitation: During migration, audit trails incomplete

Defense: Journal binding makes legacy logs tamper-evident; audit continuity preserved across
migration

Attack 5 - Complexity attack: Overwhelm organization with migration complexity

Defense: Incremental adoption; start small (pilot certificates), expand naturally (no big-bang

migration)

Constitutional wrapping assumes: Adversaries will exploit migration vulnerability windows.
Solution: eliminate migration windows through incremental wrapping, not perfect planning.

2. Constitutional Wrapping Architecture
2.1 Canonical Artifact Mapping (Legacy to Constitutional)

Problem: Legacy systems use non-canonical formats (X.509 DER encoding, JSON with
variable whitespace, XML with namespace variations).

Solution: Canonical mapping creates deterministic CVIDs from legacy artifacts.

CVID (Content-Verified Identifier) defined: A deterministic cryptographic fingerprint of a
legacy artifact that remains stable across storage formats and platforms—enables verification by
recomputation rather than operational trust. Same artifact always produces same CVID
regardless of encoding, serialization, or transport.

X.509 Certificate Wrapping Example:

yaml

legacy x509 certificate:

format: DER-encoded X.509v3
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subject: CN=server.example.com, O=Example Corp
issuer: CN=Example CA, O=Example Corp

serial: 0x4f3a2elc

validity: 2024-01-01 to 2026-01-01

public_key: RSA-2048 [key bytes]

signature: SHA256-RSA [signature bytes]

canonical _mapping:
step_1 extract_invariants:
subject_canonical: "CN=server.example.com,0=Example Corp"
issuer_canonical: "CN=Example CA,O=Example Corp"
serial canonical: "4f3a2elc"
validity _start: "2024-01-01T00:00:00Z"
validity _end: "2026-01-01T00:00:00Z"

public_key canonical: [normalized key bytes]

step_2 canonical representation:
format: YAML (LF, UTF-8, sorted keys, no anchors)
content: |

'

subject: "CN=server.example.com,0=Example Corp'
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issuer: "CN=Example CA,O=Example Corp"
serial: "4f3a2elc"

validity_start: "2024-01-01T00:00:00Z"
validity end: "2026-01-01T00:00:00Z"

public_key: [canonical bytes]

step 3 cvid generation:

cvid: cvid:blake3:x509 cert 8f3a9d2e...

constitutional deed:
identity: RootZero1234 ExampleCorp Server Certificate
artifact_type: X509 Certificate Wrapped
artifact cvid: cvid:blake3:x509 cert 8f3a9d2e...

original format: DER X509v3

binding:
legacy system: Example PKI CA
issuance date: 2024-01-01T10:00:00Z

expiration_date: 2026-01-01T00:00:00Z
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verification:
legacy path: X.509 chain validation (online, requires CA access)
constitutional path: CVID + Journal + Registry (offline, vendor-independent)
Key property: Original X.509 certificate continues working in legacy systems (browsers,
servers, applications trust it normally). CVID binding enables constitutional verification without
modifying operational certificate.
2.2 Journal Binding (Mutable Logs — Tamper-Evident Records)
Problem: Legacy audit logs mutable (administrators can alter, delete entries).
Solution: Journal binding makes legacy events tamper-evident through hash-chain continuity.
Certificate issuance event wrapping:
yaml
legacy ca log entry:
timestamp: 2024-01-01T10:00:00Z
event: CERTIFICATE ISSUED
subject: server.example.com

serial: 4f3a2elc

requestor: admin@example.com

# Legacy: Stored in mutable database
# Admin could alter: timestamp, requestor, subject

# No cryptographic binding, trust operational log integrity
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constitutional journal entry:
deed: RootZero1234 ExampleCorp Server Certificate
event: CERTIFICATE ISSUED

timestamp: 2024-01-01T10:00:00Z

legacy reference:
ca_log entry id: log 5c2a...

original timestamp: 2024-01-01T10:00:00Z

constitutional binding:
certificate_cvid: cvid:blake3:x509 cert 8f3a9d2e...
requestor deed: RootZero0501 Admin_Identity

ca_deed: RootZero0100 Example CA

cryptographic_integrity:
parent_hash: blake3:previous journal entry 9d3f...
current_hash: blake3:issuance entry 4c2a...

signatures: [ca_admin_sig, security officer sig]
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registry anchoring:
receipt: ADES 1234 20240101
economic_finality: 2024-01-01T10:30:00Z
Dual-mode verification:
Legacy verification: Query CA database — Check certificate serial — Trust database integrity

Constitutional verification: Load continuity bundle — Verify hash-chain — Validate
signatures — Determine issuance legitimate offline

Critical property: If legacy database altered (admin changes timestamp), constitutional journal
detects tampering (hash-chain breaks). Cannot retroactively alter constitutional record without
cryptographic evidence.

2.3 Dual-Mode Operation (Legacy + Constitutional Coexistence)

During transition period, both verification paths operational:

Example: User authenticates to application

yaml

authentication_flow:

legacy path:
step _1: User presents X.509 certificate
step_2: Application validates certificate chain (to trusted CA root)
step_3: Application checks OCSP/CRL for revocation

step_4: If valid: Grant access
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# Standard PKI verification - unchanged

# Operational systems continue working

constitutional path (parallel):
step_1: Application also receives constitutional continuity bundle

step_2: Offline verification:
- Certificate CVID matches Deed v/
- Journal shows certificate issued (not revoked) v/
- Signatures valid v/

- Hash-chain unbroken v/

step_3: If valid: Additional assurance (tamper-evident audit trail)

# Constitutional verification - added protection

# Works offline, vendor-independent

combined assurance:

legacy valid: true (X.509 chain validates)

constitutional valid: true (offline verification succeeds)
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if mismatch:
legacy valid but constitutional invalid:
# Legacy CA database compromised, constitutional detects

action: Trigger security investigation

constitutional valid but legacy invalid:
# Network partition; legacy CA unreachable but constitutional verifiable
action: Grant access based on offline verification
Migration flexibility: Organizations choose verification mode per application:
High-security: Require both legacy AND constitutional validation
Transition: Accept either legacy OR constitutional (gradual migration)
Future-state: Constitutional only (legacy deprecated)
2.4 Incremental Migration Path
Phase 1: Pilot (Month 1-3)
yaml
pilot_deployment:
scope: High-value certificates only
targets:

- root_ca_certificates: 5 certificates
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- critical_servers: 50 certificates (payment, auth, database)

- executive users: 20 certificates (C-suite, board)

effort:
canonical mapping: 40 hours (create X.509 — CVID tooling)
journal integration: 60 hours (bind CA log events to Journal)
verification_testing: 80 hours (test dual-mode operation)

total: 180 hours (~1 FTE for 1 month)

risk: Minimal (wrapping doesn't change operational systems)

benefits_achieved:
- Offline verification for critical certificates
- Tamper-evident audit for high-value issuances
- Cross-organizational portability (continuity bundles)
Phase 2: Expansion (Month 4-12)
yaml
expansion_deployment:
scope: All new certificate issuances

targets: Wrap certificates as they renew naturally
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process:
- Certificate renewal request arrives (normal workflow)
- CA issues X.509 certificate (unchanged)
- Wrapper creates Deed + Journal entry (automated)

- Certificate deployed (normal process)

effort:
automation: 120 hours (scripted wrapping pipeline)

monitoring: 20 hours/month (verify wrapping succeeds)

certificates wrapped: ~40% annually (typical renewal rate)

benefits_accumulation:
year 1: 40% wrapped
year 2: 64% wrapped (40% + 60% x 40%)
year 3: 78% wrapped
# Natural decay of legacy, no forced migration
Phase 3: Complete Coverage (Year 2-3)

yaml
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complete coverage:

scope: All certificates wrapped (100%)

methods:
natural_renewal: 75% coverage (normal certificate lifecycle)

forced renewal: 25% coverage (long-lived certificates; renew early for wrapping)

legacy system_status: Still operational (backwards compatibility preserved)

benefits_full:
- All certificates offline-verifiable
- Complete tamper-evident audit trail
- Cross-organizational portability
- Post-quantum preparation (signature policy migration)
Phase 4: Legacy Deprecation (Year 3+, Optional)
yaml
legacy deprecation:

decision: Organization chooses when to deprecate legacy PKI

prerequisites:
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- 100% certificates wrapped v/
- All applications support constitutional verification v/
- Staff trained on new workflows v/

- Disaster recovery tested v/

deprecation_path:
- Stop issuing new X.509 certificates
- Constitutional Deeds become primary identity

- Legacy PKI retired (or archived for historical validation)

note: Deprecation OPTIONAL; organizations can run dual-mode indefinitely
2.5 Offline Verification Portability
Key benefit: Constitutional verification works without legacy system access
Scenario: Merger/acquisition due diligence
Traditional approach:
Acquiring company: "Prove your certificates are legitimate"
Target company: "Here's access to our CA database" (requires network, credentials, trust)
Auditor: Must connect to live CA, query database, trust operational integrity

Risk: CA database could be manipulated; online access required; vendor-dependent
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Constitutional approach:
yaml

acquiring_company_request: "Prove certificate legitimacy"

target company_response: "Here's continuity bundle" (USB drive, no network)

auditor verification (offline, air-gapped):
1. Load continuity bundle
2. Verify Deeds (certificate CVIDs)
3. Check Journal (issuance events, hash-chain integrity)
4. Validate signatures (CA, security officers)

5. Confirm Registry receipts (economic finality)

Result: Certificates verified without CA access, network, or vendor cooperation

due diligence benefits:
- Verification independent of target company cooperation
- Tamper-evident (cannot retroactively alter journal)
- Portable (works across organizational boundaries)

- Efficient (hours not weeks; no live system access required)
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3. Enterprise PKI Migration Walkthrough

Company: GlobalBank (Fortune 500, 100,000 employees, 500,000 certificates, $50M PKI
investment)

Challenge: Cannot rip-and-replace PKI (operational disruption catastrophic for banking
operations)

Constitutional wrapping: Incremental adoption without migration risk
Phase 1: Assessment (Month 1)
Current state:
PKI: Microsoft AD CS (Active Directory Certificate Services)
Certificates: 500,000 total (servers, users, VPNs, code signing)
Annual renewals: 200,000 certificates (40% renewal rate)
Certificate lifetimes: Servers 2 years, users 1 year, roots 10 years
Integration: 5,000+ applications trust PKI
Staff: 50 PKI administrators, 500 help desk supporting certificate issues
Constitutional wrapping assessment:
yaml
wrapping_feasibility:
technical: HIGH (X.509 — CVID mapping straightforward)
operational: LOW_RISK (wrapping doesn't change PKI operations)

business: HIGH VALUE (offline verification, tamper-evident audit)
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migration_cost_comparison:
rip_and_replace:
cost: $50M (new PKI + migration + testing + training)
timeline: 24-36 months
risk: CATASTROPHIC (authentication outages = business stoppage)

disruption: HIGH (all applications require reconfiguration)

constitutional wrapping:
cost: $2M (wrapping infrastructure + tooling + pilot)
timeline: 12 months (incremental; no big-bang)
risk: MINIMAL (operational PKI unchanged)
disruption: NONE (transparent to users and applications)
Phase 2: Pilot (Month 2-4)
Pilot scope: 100 critical certificates
5 root CA certificates
50 critical servers (payment processing, authentication, database)
45 executive users (C-suite, board, senior VPs)
Implementation:

yaml
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wrapping_infrastructure:
canonical _mapper:
input: X.509 DER certificate
output: Canonical YAML + CVID

effort: 40 hours development, 20 hours testing

journal integration:
input: AD CS event log
output: Journal entries with hash-chain binding

effort: 60 hours development, 30 hours testing

verification_tool:
input: Continuity bundle (USB drive)
output: Offline verification result (valid/invalid)
effort: 50 hours development, 40 hours testing
Pilot execution (Month 3):
yaml
day 1 root ca wrapping:

# Root CA certificates (highest value; longest lifetime)
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existing_certificate:
subject: CN=GlobalBank Root CA
serial: Ox1a2b3c4d

validity: 2020-01-01 to 2030-01-01 (10 year lifetime)

wrapping_process:
- Extract certificate from AD CS
- Generate canonical representation
- Create CVID: cvid:blake3:root ca 8f3a...
- Issue Deed: RootZero0100 GlobalBank Root CA
- Journal issuance event (backdated to 2020-01-01)

- Registry receipt: ADES 0100 20200101

verification_test:
legacy path: Certificate chain validates (AD CS trust) v/
constitutional path: CVID matches, Journal valid, Registry receipt v/

dual_mode: Both paths succeed v/

operational impact: NONE (root CA continues operating normally)
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week 2 critical servers:

# Payment processing, authentication, database servers

process: Same as root CA x 50 certificates

automation: Scripted wrapping pipeline (manual — automated)

effort: 80 hours (includes automation development)

benefits_observed:

- Offline verification works for all 50 servers

- Tamper-evident audit trail established

- Cross-team portability (security team shares bundles with auditors)

week 3 executive users:

# C-suite, board members, senior VPs

process: Wrap user certificates (S/MIME, VPN, document signing)

user _experience: UNCHANGED (certificates work identically)
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security enhancement:
- Executive certificates now offline-verifiable
- Issuance events tamper-evident
- Revocation requires witnessed constitutional process
Pilot results (Month 4):
yaml
pilot outcomes:
certificates wrapped: 100
operational issues: 0 (no PKI disruptions)

verification_success_rate: 100% (all wrapped certificates validate)

business_value demonstrated:
- Auditors verify certificates offline (no CA access required)
- Tamper-evident trail prevents backdating fraud

- Executive certificate issuance requires witnesses (prevents insider abuse)

decision: EXPAND to full deployment
Phase 3: Full Deployment (Month 5-16)
Expansion strategy: Wrap incrementally as certificates renew

yaml
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automated wrapping_pipeline:

trigger: Certificate renewal request (normal AD CS workflow)

process:
1. AD CS issues X.509 certificate (unchanged)
2. Wrapper service (automated):
- Receives certificate from AD CS event log
- Generates canonical mapping
- Creates CVID
- Issues Deed
- Journals issuance event
- Registers with ADES

3. Certificate deployed to user/server (normal deployment)

effort: Fully automated; no manual intervention per certificate

certificates_wrapped monthly:

month 5: 16,000 (8% of total; normal renewal rate)

month_6: 16,000
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month 16: 16,000

cumulative coverage:
month_16: 200,000 certificates wrapped (40% of total)
# Natural coverage increases as legacy certificates expire
Coverage progression:
Year 1 (Months 1-12):
Start: 0 wrapped
Pilot: 100 wrapped (Month 4)
Expansion: 200,000 wrapped (Month 16)

Coverage: 40%

Year 2:
Natural renewals: +240,000 wrapped

Cumulative: 440,000 wrapped (88%)

Year 3:
Final coverage: 500,000 wrapped (100%)
# All certificates now have constitutional governance

Phase 4: Benefits Realization (Month 12+)
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Audit efficiency improvements:
yaml

annual compliance audit:

traditional approach:
auditor requests: "Prove all certificates legitimate"
bank response: "Grant auditor network access to AD CS"
auditor process:
- Connect to bank network (VPN, credentials, security review)
- Query AD CS database (requires DBA support)
- Sample 500 certificates (random selection)
- Validate each via live CA queries
timeline: 3 weeks
cost: $120,000 (external audit firm hours)

risk: Auditor has network access (security concern)

constitutional approach:
auditor requests: "Prove all certificates legitimate"
bank response: "Here's continuity bundle" (USB drive)

auditor process:
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- Load bundle on air-gapped computer (no network access)
- Verify 500 certificates via offline recomputation
- Check Journal hash-chain integrity
- Validate signatures
timeline: 3 days
cost: $30,000 (85% reduction; offline verification faster)

risk: NONE (no network access required)

efficiency gain:
time: 80% reduction (3 weeks — 3 days)
cost: 75% reduction ($120K — $30K)
security: Improved (no network access for auditors)
Merger & acquisition due diligence:
yaml
acquisition_scenario:

# GlobalBank acquiring RegionalBank

due diligence requirement: "Verify RegionalBank PKI integrity"

traditional approach:
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- Request access to RegionalBank AD CS (weeks of negotiation)

- Network access security review
- Live database queries (trust operational integrity)
- Timeline: 4-6 weeks

- Cost: $200,000

constitutional approach:
- Request continuity bundle (delivered same day)
- Offline verification (air-gapped)
- Tamper-evident validation
- Timeline: 2-3 days

- Cost: $20,000 (90% reduction)

strategic_value:
- Faster deal closure

- Reduced due diligence costs

- Tamper-evident evidence (cannot manipulate post-deal)

Phase 5: Legacy Deprecation Optionality (Year 3+)

Decision point: Continue dual-mode or deprecate legacy PKI?

yaml
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deprecation_analysis:

option_1 maintain _dual mode:

pros:
- Backwards compatibility preserved (legacy applications work)
- No forced migration (applications migrate opportunistically)
- Minimal risk (operational PKI unchanged)

cons:
- Maintain two systems (operational overhead)
- Complexity (staff must understand both)

recommendation: MAINTAIN for 3-5 years (low risk, gradual transition)

option 2 deprecate legacy:
prerequisites:
- 100% certificates wrapped v/
- All applications support constitutional verification
- Staff training complete
- Disaster recovery tested
process:

- Announce deprecation timeline (12-month notice)
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- Migrate remaining applications

- Retire AD CS (archive for historical validation)
benefits:

- Single system (reduced complexity)

- Full constitutional governance benefits
risk: MODERATE (application compatibility issues possible)
recommendation: WAIT until prerequisites met (no forced timeline)

GlobalBank decision: Maintain dual-mode indefinitely

Rationale: Operational PKI works; constitutional layer adds value without migration risk; no
forcing function to deprecate.

4. What Constitutional Wrapping Does NOT Do

RSBIS provides:

v Incremental adoption (no rip-and-replace required)

v Operational continuity (legacy systems unchanged)

v Offline verification (constitutional benefits without dependencies)
v/ Tamper-evident audit (journal binding makes logs cryptographic)

v Cross-organizational portability (continuity bundles travel)

RSBIS does NOT provide:

X Automatic improvement of legacy systems (PKI weaknesses persist until deprecated)
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X Forced migration (organizations choose deprecation timeline)
X Zero adoption effort (wrapping requires initial tooling development)
X Backwards time travel (cannot retroactively wrap historical events without operational logs)

X Universal compatibility (some legacy systems may have non-mappable artifacts)
Critical distinction: Constitutional wrapping enables adoption by preserving operational

infrastructure while adding structural governance layer. Does NOT magically fix legacy system
limitations—provides incremental path to constitutional benefits without migration catastrophe.

5. Canonical Legacy System Wrapping Specimens
RSBIS Reason Code Glossary:

E-CANONICAL: Legacy artifact cannot be canonicalized (format incompatible with
deterministic mapping)

E-BINDING: Legacy artifact CVID mismatch (claimed identity doesn't match computed hash)
E-JOURNAL: Journal entry missing or broken (hash-chain discontinuity)

E-DUAL: Legacy verification succeeds but constitutional fails (indicates tampering or
configuration error)

Acceptance (successful wrapping):

Al: RootZero0240020700 X509 Certificate Wrapped
Legacy: X.509 DER certificate (RSA-2048, SHA256)
Canonical mapping: CVID generated successfully

Deed issued: RootZero1234 Server Certificate
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Journal entry: Certificate issuance recorded

Dual-mode verification: Both legacy (X.509 chain) and constitutional (CVID + Journal) succeed
v

Outcome: WRAPPED SUCCESSFULLY

A2: RootZero0240020701_TAM_Assertion_Wrapped
Legacy: SAML assertion (XML format, variable whitespace)
Canonical mapping: XML — normalized YAML — CVID
Deed issued: RootZero5678 User Authentication

Journal entry: Authentication event recorded

Dual-mode verification: Legacy (SAML validation) and constitutional both succeed v/
Outcome: WRAPPED SUCCESSFULLY

A3: RootZero0240020702_Incremental_Migration

Phase 1: 100 pilot certificates wrapped (Month 3)

Phase 2: 200,000 certificates wrapped via automated renewal (Year 1)

Phase 3: 500,000 certificates wrapped (Year 3)

Legacy PKI: Still operational (dual-mode maintained)

Migration risk: ZERO (no forced cutover)

Outcome: ADOPTION SUCCESSFUL

Rejection (wrapping failures or violations):

R1: RootZero0240020710_Non_Canonical_Format
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Legacy artifact: Proprietary binary format (vendor-specific)

Canonical mapping attempt: FAILED (no deterministic extraction of invariants)
Outcome: WRAPPING IMPOSSIBLE (format incompatible) — E-CANONICAL
R2: RootZero0240020711_CVID_Mismatch

Certificate claimed: RootZero1234 Server Certificate

CVID computed: cvid:blake3:cert 8f3a...

CVID in Deed: cvid:blake3:cert DIFFERENT...

Verification: Claimed identity doesn't match artifact

Outcome: BINDING INVALID (tampering detected) — E-BINDING

R3: RootZero0240020712_Journal_Missing

Certificate wrapped: Deed exists

Journal entry: MISSING (issuance event not recorded)

Constitutional verification: INCOMPLETE (no tamper-evident audit trail)
Outcome: WRAPPING INCOMPLETE (missing journal) — E-JOURNAL

R4: RootZero0240020713 _Dual Mode Mismatch

Legacy verification: Certificate valid (X.509 chain validates)

Constitutional verification: Journal shows revocation event

Mismatch: Legacy CA database altered (revocation removed); constitutional detects
Outcome: TAMPERING DETECTED (legacy compromised) — E-DUAL

RS5: RootZero0240020714_Forced_Migration_Failure
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Organization attempts: Big-bang migration (rip-and-replace all certificates)
Timeline: 6 months (aggressive)

Result: Application integration failures, user lockouts, operational disruption
Outcome: MIGRATION FAILURE (forced timeline too aggressive)
Lesson: Incremental adoption prevents catastrophic failures

R6: RootZero0240020715_Premature_Deprecation

Organization deprecates legacy PKI: Year 1 (only 40% wrapped)

Result: 60% certificates lose validation path; applications break

Outcome: OPERATIONAL FAILURE (premature deprecation)

Lesson: Maintain dual-mode until 100% coverage + application compatibility verified

6. Limitations and Open Questions
Acknowledged limitations:

Not all legacy systems wrappable: Some proprietary formats lack extractable invariants
(vendor-specific binary formats, encrypted artifacts without decryption keys). Wrapping limited
to systems with deterministic canonical representation.

Initial tooling development required: First wrapping (X.509 — CVID mapper, Journal
integration) requires 100-200 hours engineering effort. Benefits accrue through reuse but upfront
investment needed.

Historical event wrapping limited: Can only wrap events with operational logs. If legacy

system lacks audit trail, cannot retroactively create tamper-evident journal for historical events—
wrapping starts from deployment date forward.
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Vendor cooperation variability: Some legacy systems provide APIs enabling automated
wrapping; others require manual export/import workflows. Wrapping efficiency depends on
legacy system's openness.

Dual-mode operational complexity: Running both legacy and constitutional verification
increases operational complexity (staff must understand both, monitoring must cover both,
troubleshooting more complex). Trade-off: complexity vs. migration risk.

Application compatibility timing: Constitutional deprecation requires ALL integrated
applications support constitutional verification. Long-tail applications (rarely updated, niche use
cases) may block deprecation indefinitely—organizations must choose: maintain dual-mode or
force application migration.

Open questions:

Optimal wrapping granularity: Should organizations wrap all artifacts (exhaustive) or only
high-value/high-risk (selective)? Balance completeness vs. effort.

Deprecation triggers: What objective criteria determine safe legacy deprecation timing? 100%
coverage necessary? Application compatibility verification sufficient?

Cross-vendor portability: When wrapping multiple legacy systems (vendor A PKI, vendor B
IAM, vendor C HSM), how to ensure constitutional layer interoperates seamlessly? Standards
needed?

Retroactive wrapping ethics: If organization wraps legacy events using archived logs, how to
handle gaps/inconsistencies in historical records? Acknowledge limitations or attempt

reconstruction?

Performance at scale: Wrapping 500,000+ certificates—what are practical throughput limits?
How to optimize canonical mapping for high-volume environments?

7. Impact and Deployment

Documented adoption barrier costs: [Pv6 deployment 27 years (40% adoption; Google 2025),
blockchain enterprise <5% production deployments (billions invested; 95%+ abandoned), PKI
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alternatives failed adoption despite X.509 limitations. Migration barriers, not technical
deficiency, prevent superior system deployment.

Impact:

Enterprise adoption enablement: Organizations gain constitutional governance without rip-
and-replace; incremental adoption feasible

Risk reduction: Dual-mode operation eliminates migration catastrophe risk; organizations pilot
small, expand gradually

Audit efficiency: 75-85% cost reduction through offline verification (documented GlobalBank
example: $120K — $30K)

Cross-organizational portability: M&A due diligence, regulatory audits, partner integration all
benefit from continuity bundles

Future-proofing: Constitutional layer enables post-quantum migration, cross-platform
portability, vendor independence—without operational disruption

Deployment ladder:

Phase 1 (2025-2026): Early adopters wrap high-value certificates (enterprises with >$10M PKI
investment; financial, healthcare, government)

Phase 2 (2026-2027): Automated wrapping tooling matures (vendor integrations, turnkey
solutions); mid-market adoption

Phase 3 (2027-2028): Constitutional verification becomes industry best practice (regulatory
recognition, audit standards, cross-organizational acceptance)

Phase 4 (2028-2030): Legacy systems deprecated opportunistically (organizations choose
timeline; no forced migration but constitutional becomes default)

Early adopters likely:
Financial institutions (heavy PKI investment, regulatory audit burden)

Healthcare systems (HIPAA compliance, audit efficiency gains)
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Government agencies (cross-agency interoperability, long-term archival)
Global enterprises (M&A due diligence, cross-border operations)

Critical infrastructure (operational continuity requirements)

8. Conclusion

Superior governance systems fail adoption when they require complete infrastructure
replacement—operational disruption, migration risk, and sunk cost preservation create
permanent deployment barriers regardless of technical superiority. Organizations with billions in
legacy IT investment cannot rip-and-replace; adoption requires incremental paths preserving
operational continuity.

Constitutional wrapping enables adoption by binding legacy artifacts (X.509 certificates, [AM
assertions, HSM keys) to governance layer through canonical mapping, journal binding, and
dual-mode verification. Organizations preserve operational infrastructure while gaining
structural benefits—tamper-evident audit, offline verification, cross-organizational portability—
without migration catastrophe.

Enterprise PKI deployment demonstrates: 500,000 certificates, $50M investment cannot be
replaced. Constitutional wrapping enables: wrap incrementally as certificates renew, maintain
dual-mode indefinitely, deprecate legacy only when organizationally ready. Migration risk
eliminated; adoption becomes gradual process, not binary decision. Audit costs reduced 75-85%;
cross-organizational portability achieved; post-quantum preparation enabled—all without
operational disruption.

The adversary model assumes migration windows create vulnerability. Solution: eliminate
migration windows through incremental wrapping; dual-mode operation prevents forced cutover.
With constitutional wrapping, better systems can actually achieve adoption—not through
technical superiority alone, but through architectural commitment to backward compatibility.

Constitutional infrastructure applicability: This incremental adoption architecture shares

structural foundations with other governance domains requiring deployment without operational
replacement, legacy system preservation during transition, and vendor-independent verification.*
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*See Root Zero Deed specification for complete problem taxonomy addressing operational
continuity, cross-jurisdictional compliance, provenance verification, and temporal transitions—
all utilizing canonical mapping, incremental adoption, and dual-mode operation demonstrated in

this paper.

Correspondence: deen.saleh@rootzerovault.com
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